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1.  Purpose 

The purpose of this policy is to provide guidance and practical support to Employees, 

Customer, and Third Parties on the Data privacy practices of MultiChoice Group Limited (MCG) 

in relation to applicable Data Protection/Data Privacy Data Governance Legislation that MCG 

is required to adhere to. 

2. Application  

This policy applies to MultiChoice Group as a whole including individual business units within 
the organisation. This includes, but is not limited to, MultiChoice South Africa (MCSA), 
MultiChoice Africa (MAH), and Irdeto (collectively the “Organisation”) and Affiliated 
Companies where applicable. 
 
Subsidiaries of MCG are expected to demonstrate alignment to the MCG data privacy policies, 
and other related policies on an annual basis.  

3. Definitions, Acronyms and Abbreviations 

Term  Definition  

Active Customer  Means a customer with a subscription to an MCG product or platform.   

Affiliated Companies Means, collectively, any other person (i) that is controlled by MultiChoice; 
(ii) that is under common control with MultiChoice; (iii) that controls 
MultiChoice; MultiChoice Group Limited (“MCG”) and any other person 
(i) that is controlled by MCG; (ii) that is under common control with MCG; 
(iii) that controls MCG; any other person with whom MultiChoice or any of 
the persons contemplated herein has a co-operation or joint venture 
arrangement (“JV Partner”) including persons controlled by, or under 
common control with, any JV Partner; The Affiliated Companies include 
but are not limited to MultiChoice Group Limited, MultiChoice South 
Africa Proprietary Limited, MultiChoice Support Services Proprietary 
Limited, Electronic Media Network Proprietary Limited, DStv Media Sales 
Proprietary Limited, SuperSport International Holdings Proprietary 
Limited, SuperSport International Proprietary Limited, NMS Insurance 
Services (SA) Limited, Moment Holdings Limited, and Showmax SA 
Proprietary Limited, and/or their successors in title; 

Analytics Data  Means the Data stored and used for analytical purposes or report 
development that may include, but is not limited to, information sourced 
about customers, Employees, Independent Service Providers (“ISP") or 
suppliers, such as demographic and/or transaction and/or event data 
information (i.e., an event is an action recorded against a customer, or 
Employee, or ISP or supplier that is not financial but remains relevant for the 
Purpose. For example: To enrich the data or identify behaviour).  

Business Data  Means all business transactional, master or other Data that pertains to or is 
impacted by or impacts on the business of MultiChoice Group, its 
shareholders, Employees, ISPs, suppliers, and customers.  

Business Data 
Steward  

Means the individual appointed by a Data Owner, who is an expert in 
their Data domain and is responsible for assisting with defining and 
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managing Data Quality, Data Sharing, Data Classification and Data Standards 
for their Data domain in line with the applicable  MCG data privacy policies.  

Chief Data Officer 
(CDO), Chief 
Information Insights 
Officer (CIIO)  

Means the Chief Data Officer or Chief Information Insights Officer or 
Executive Head: CII or equivalent status or function within the business, 
appointed by the board of directors who uses principles-based policies and 
maturity targets to govern the Data Assets of the organisation in terms of 
compliance, ownership, quality, security, usage and control.  

Controller  or 
Responsible Party 

Means the definition of the person (legal or natural), responsible for 
determining the Purpose and means of Processing Personal Information (or 
Personal Data) as defined by the GDPR.  

Customers Means individuals or companies that enter into agreements with MCG to 
procure goods and/or services from MCG, with either active or inactive 
services/product status. 

Data  Means all data/information, including but is not limited to, information and 
knowledge created, developed, procured, collected and Processed by and 
within MultiChoice Group, or its ISPs or suppliers.  

Data Archiving  Means the Process of moving Data that belongs to a Disconnected Customer  
to a different storage device or location for long-term retention. 
Archived Data consists of older Data that is still important to the organisation 
and may be needed for legal proceedings, future reference, as well 
as data that must be retained for regulatory compliance.  
  

Data Backup  Means the Process of (usually periodic) storing active operational Data in a 
separate environment, which may be restored to the relevant operational 
environment if required (due to system failure, data loss, data corruption and 
so forth).  

Data Classification  Means the classification of Data as defined in the Data Classification Policy 
which directs the treatment of Data according to its classification (i.e., Strictly 
Confidential, Company Confidential, Business Use and Public).  

Data Governance 
Council (DGC)  

Means the forum consisting of selected individuals from Risk, IT, Legal, 
Business and Compliance to assist the Data Governance Steering Committee 
in implementing Data Governance policies by ratifying decisions and aiding 
insights and resources.  

Data Governance 
Steering Committee 
(DG Steerco)  

Means the ultimate accountable body that provides oversight and direction 
for Data Governance within MCG.  

Data Governance 
Working Group  

Means the a group of Business Data Stewards, Data Analysts, Data Engineers 
and Data Owners collaboratively working on Data issues or matters. 

Data Processing 
Agreement (DPA)  

Means a contract between a MCG company (Controller) and a third-party 
service provider (Processor/Operator) who will be Processing 
Personal Data on behalf of the MCG company, primarily laying down privacy 
and Processing requirements for the Processor to meet before the required 
Personal Data is provided to them.  

Data Protection 
Officer (DPO) or 
Information Officer 

Means the Data Protection Officer who is appointed in terms of the GDPR or 
Information Officer who is appointed in terms of an in country legislation, to 
ensure that the organisation Processes the Personal Data of its employees, 
customers, service providers or any other individuals (also referred to 
as Data Subjects) in compliance with the applicable Data protection 
legislation and rules and to identify and manage risks of collection, storing 
and Processing Personal Data.  
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Data Subject Means a natural person (in terms of GDPR and other applicable data 
protection laws), or juristic person (in terms of the Protection of Personal 
Information Act, 2013) about whom a Controller collects and Processes, 
including but not limited to Customers, Inactive Customer Employees, 
Suppliers, etcetera.  

Data Retention  Means the readily accessible storage and state of data, consisting of all details 
pertaining to Master Data, Transaction Data and source records and/or 
documents that would support operational and/or compliance needs.  

Disconnected  Means a pause on your subscription when you either voluntarily request to 
put your subscription on hold or involuntarily, due to non-payment of the full 
subscription amount and related fees that are outstanding.  

Disposal  Means the act of permanently destroying Data stored on tapes, hard disk 
drives, cloud storage, and other forms of electronic storage systems or 
devices such that it is completely unreadable, irrecoverable, and cannot be 
accessed or used for unauthorized Purposes. 

Employee(s) Means all permanent employees and fixed term contractors (including 
learners, interns, and graduates). 

Employee Data  Means the Data that makes up the complete employee record and comprises 
personal details such as, but not limited to the following: name, address, 
contact details and other pertinent information such as disciplinary actions, 
awards, job titles, training records, and final salary/wage amounts. This does 
not include employee remuneration details such as gross pay, deductions, net 
pay and leave pay.  

Employee Payment 
Data  

Means the data noting the salary/wage paid to Employees, including data 
related to tax and other deductions for each Employee.  

GDPR  Means the General Data Protection Regulation. This is a legal framework that 
sets guidelines for the collection and Processing of Personal Information of 
individuals within the European Union (EU).  

Inactive Customer  Means either (i) a customer who previously subscribed for a service and/or 
product from MCG in terms of applicable terms and conditions, and who is 
no longer using the service and/or product; or (ii) a new potential, identified 
customer who has yet to sign up for an MCG service and/or product.  

Marketing Data  Means customer Data that is collected, stored and used for marketing 
promotions, campaigns and other initiatives to grow or retain customers, or 
promote packages and products. Customer Data includes customer 
demographic information and may also include financial transaction or event 
Data (an event is a transaction or action recorded against a customer, 
employee or supplier that is not financial but remains relevant to the Purpose 
– e.g. to enrich the Data or identify behaviour).  

Master Data  Master Data is the Data that identifies and describes a party or product. 
Examples of Master Data would include attributes such as names, addresses, 
account numbers, part numbers, descriptors, contact details, status 
identifiers and so forth.  
The values and details of specific transactions, for example, would not be 
included in Master Data.   

MCG  MultiChoice Group Limited  

MCSA  MultiChoice South Africa Holdings (Pty) Ltd and its subsidiaries  

MultiChoice Group  MCG and its Subsidiaries  

Our Site Means either of the following MCG websites: 
MultiChoice; 
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DStv; 
M-Net; 
SuperSport; 
GOtv; 
DStv Media Sales; and 
MultiChoice Africa Holdings 

RoA  (Rest of Africa) MultiChoice Africa Group Holdings B.V and its subsidiaries and 
Affiliated Companies. 

Personal Information 
or Personal Data 

Means information identifiable to a person. This may also be referred to as 
Personal Data. Refer to 4.3. below for further information.  

Process or 
Processing 

Means any operation or set of operations which is performed on Personal 
Data, including, but not limited to: collection; gathering; receipt; recording; 
Processing; organising; collating; structuring; manipulation; adaptation or 
alteration; analysis; storage; erasure; disclosing or disclosure by transmission; 
dissemination or otherwise making available; retrieval; consultation; use; 
alignment  or combination or combining with other information; restriction; 
anonymising or anonymisation or de-identifying; encryption or encrypting; 
and destruction. 

Subsidiaries  Has the meaning given in section 3 of the South African Companies Act, 71 of 
2008 (as amended), save that the interpretation and application of this 
definition shall not be limited to South African companies.  

Transaction Data  The financial transactions conducted between an MCG company and a third-
party (either juristic or natural person) where the transaction is concluded in 
terms of the contractual relationship between the MCG and the third-party. 
Transaction Data is the full record containing information such as transaction 
identifiers, dates & times, the transacting parties, the financial value of the 
transaction and the necessary supporting documentation.  

4. Policy Detail  

a. Application of this notice  

This privacy notice applies to you as a customer or as a guest, this is namely a person who 
accesses or registers on our platforms, regardless of the device used to access it (e.g. a 
computer, mobile phone, tablet etc.).  
 
This privacy notice does not apply to other parties' sites, products or services, such as sites 
linked to, from or advertised on Our Site, or sites which link to or advertise Our Site.  
 

b. Categories of Data Subjects and their Personal Information 

MCG Processes the Personal Information of the following categories of Data Subjects: 

• Employees (current, prospective, and former) 

• Customers 

• Suppliers/Contractors/Third Parties 

• Shareholders 

MCG Processes the following Personal Information of these Data Subjects: 

https://www.dstv.com/en-za
https://www.dstv.com/m-net/en-za/home
https://supersport.com/
https://www.dstv.co.za/campaign/gotv-sa/
https://beyondnext.dstvmediasales.com/
https://multichoiceafrica.com/
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• Employees 

Includes Identity /passport number, contact details, physical address, employee history and 

records (where applicable), biometric data, device information, and financial information 

and/or banking. 

 

• Customers 

Includes Identity/passport number (where applicable), contact details, customer number, 

smartcard number (where applicable), connect ID (where applicable), physical address 

(where applicable), IP address (where applicable), device number (where applicable), and 

financial information and/or banking (where applicable). 

 

• Suppliers/Contractors 

Includes Identity/passport number (where applicable), registration number (where 

applicable), physical address/business address, financial information and/or banking, and 

other publicly available Personal Information.  

 

• Shareholders 

Includes Identity/passport number (where applicable), registration number (where 

applicable), physical address/business address and financial information and/or banking 

(where applicable). 

 

c. What is Personal Information?  

Personal Information refers to information about an identifiable person, such as your name 
and surname, gender, age, date of birth, contact details (phone number and email address), 
physical location/address, and ID number among other identifiers.  
 
Other information which might be considered Personal Information may include:  

• “biometric information”: a technique of personal identification that is based on 
physical, physiological or behavioural characterisation, which allows or confirms the 
unique identification of a natural person, such as facial images or fingerprint data; 

• “device and device event information”: IP address, unique device identifier, the 
nature of the device which you used to access Our Site, the geographic location of 
your device, hardware model and settings, operating system details, browser type 
and version, browser language, system activity and crashes;  

• “log information”: Details of how, when and for how long you accessed and used Our 
Site and other site traffic and use information, landing pages, which pages you 
accessed and viewed, the amount of time spent and what you did on those pages, 
details about games you played, how you interacted with other site users, and exit 
pages;  

• “location information”: We may use various technologies to determine your actual 
location, such as geographical data from your device (which is usually based on the 
GPS or IP location); and “unique application numbers”: Certain services include a 
unique application number. This number and information about your installation (e.g. 
the operating system type and application version number) may be sent to us when 
you install or uninstall such a service or when that service periodically contacts our 
servers, such as for automatic updates.  

 
Please Note: Personal Information can at times also be referred to as Personal Data.  
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d. How we collect your Personal Information  

We collect your Personal Information in four ways, namely:  

• actively from you (may include but is not limited to: surveys, or when signing up for a 
product or at any MCG third party with whom we have a contract with);  

• passively from your device when you use our platforms;  

• passively from social networking sites (subject to your privacy settings); and  
passively from any other person (i) that is controlled by MultiChoice; (ii) that is 
under common control with MultiChoice; (iii) that controls MultiChoice; 
MultiChoice Group Limited (“MCG”) and any other person (i) that is controlled by 
MCG; (ii) that is under common control with MCG; (iii) that controls MCG; any 
other person with whom MultiChoice or any of the persons contemplated in this 
clause that has a co-operation or joint venture arrangement (“Partner”) including 
persons controlled by, or under common control with, any Partner. The Affiliated 
Companies include but are not limited to MultiChoice Group Limited, 
MultiChoice South Africa Proprietary Limited, MultiChoice Support Services 
Proprietary Limited, Electronic Media Network Proprietary Limited, DStv Media 
Sales Proprietary Limited, SuperSport International Holdings Proprietary Limited, 
SuperSport International Proprietary Limited, NMS Insurance Services (SA) 
Limited, Moment Holdings Limited, and Showmax SA Proprietary Limited, and/or 
their successors in title. 

2.1.1 Active collection of Personal Information  

Some areas of Our Site may require you to submit certain information in order for you to 
register for certain services or benefit from specified features, such as when you register on 
our platforms, request to receive any newsletters or similar subscriptions or tips/pointers, or 
participate in a particular activity, such as a game, promotional competition or other 
promotion (collectively referred to as the (“Value Added Services”). If you contact us, we may 
keep a record of that correspondence.  
 
If you want to take advantage of any of Our Site sharing features, we will ask you to create a 
publicly visible profile, indicating, for example, your username, e-mail address and, if you so 
wish, your photo.  
 
Our Site may also collect Personal Information from you by asking you specific questions and 
by permitting you to communicate directly with us, for example via e-mail, feedback forms, 
site comments and forums.  
 
In these situations, we will  

• ask you for specific information;  

• inform you at each information point what information is required and what 
information is optional; and  

• indicate the consequences if you don't give us the relevant information. (You will 
generally need to provide us with the relevant information in order to take full 
advantage of our platform features.)  
 

The information we may actively collect from you may include your:  

• identifying information (e.g. your name, surname, username, unique identifier (if you 
haven't chosen a username), gender, date of birth, profile picture and physical 
location);  
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• contact details (e.g. e-mail address and phone number) 

Passive collection of Personal Information from your device  

We passively collect some of your Personal Information from the device which you use to 
access and navigate through our platform(s), using various technological means.  
One of the keyways in which we collect information passively is using server logs to collect 
and maintain log information.  
 
We also use cookies and anonymous identifiers which enable our computer system 
to recognise you when you next visit Our Site, to distinguish you from other site users and to 
improve our service to you. Please refer to our Cookie Policy below.  

Passive collection of Personal Information from social networking sites (with your 
permission)  

We may allow you to log onto Our Site, or create a profile on Our Site, by using Facebook 
Connect, Google or Yahoo.  
 
By collecting information from social networking sites we enable you to enrich your profile on 
Our Site, your game-play and your social experience by enabling you to share your information 
(e.g. posts, photos, videos, contacts, etc.) which is stored on that site without you having to 
actively give us all that information – all you need to do is login using your username and 
password and give us your permission to access and use that information.  
 
We collect one type of information from social networking sites, basic information. 
 
Basic information  
Basic information is information which you have put on a social networking site which you 
have made public in accordance with your privacy settings on the relevant social networking 
site.  
 
This could include your name and surname, username or user-ID number, your profile picture 
or its URL, your e-mail address, the physical location of your device, your gender, your date of 
birth, and any other information which you have decided to share publicly (i.e. the 
information which you have put on your social networking site profile for anyone to see).  
We will access your basic information from a social networking site only:  

• when you log on to a social networking site from Our Site or if you select the “keep 
me logged in” function;  

• with your permission; and  

• in line with your privacy settings on the relevant social networking site.  
 

Passive collection of Personal Information from our Affiliate Companies and third-
party service providers  

We collect some Personal Information passively from our Affiliated Companies and third-party 
service providers, purely to supplement information which you have already agreed to give 
us, to supplement your user profile on Our Site to assist us with enhancing your 
viewing experience.  
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e. Why we collect your Personal Information and how we use it  

We use the information we collect to provide, maintain, and improve our services, to develop 
new ones, and to protect us, our services, and our users. We constantly strive to improve our 
users' experience, and so we also use the information we collect to offer you information and 
content which is more appropriately tailored for you.  
 
We may collect and use your Personal Information to:  

• to carry out contractual obligations; 

• establish and verify your identity;  

• to create your user account and ensure that it doesn't duplicate an existing user 
account on Our Site (if you have an existing user account, we will merge the two 
accounts on our computer systems) and allow use of Our Site, products and services;  

• maintain and update our databases;  

• communicate with you in various ways (determined by you in your privacy settings), 
such as e-mail, post, telephonically, SMS notifications, instant messaging, or other 
notifications to your device (e.g. on-screen pop-up messages);  

• personalise your viewing experience and enhancing our ability to recommend 
relevant content; 

• enable user to user communications;  

• request feedback on Our Site, products, and servers, address any issues and liaise with 
users in that regard;  

• keep a record of our communications with you and your communications with us;  

• fulfil any contractual obligations we may have to you or any third-party;  

• provide you with Value Added Services;  

• to identify and inform you of points of interest or goods and services of interest near 
to your location, using your location information;  

• improve the content of Our Site and our products and services;  

• allow you to participate in any interactive features and sharing features that may be 
active on Our Site;  

• combine your Personal Information from a social networking site with the information 
on Our Site to streamline and complete our records and to make it easier for you to 
share things with people you know;  

• improve your user experience and the overall quality of our services;  

• customise Our Site to your preferences and tailor information and content for you to 
ensure that it is presented in the most effective manner for you and for your device;  

• inform you of facts relating to your access to and use of Our Site;  

• inform you about our products and services which we think may interest you (if you 
have consented to this);  

• to inform you of new products or services provided by us or Affiliated Companies 
(subject to your right to refuse such disclosure of your personal information) 

• inform you about competitions, promotions, and special offers from us (if you have 
consented to this);  

• inform you about any changes to Our Site, our products and services, our terms of 
use, this privacy notice or other changes which are relevant to you;  

• carry out marketing, product research and development;  

• to tailor general advertising on our platforms more appropriately for user groups;  

• to compile and use statistical information about you and other users and their access 
to and use of Our Site, browsing habits, click-patterns, preferences, demographics etc 
which we may use to develop, provide and improve our platforms and our products 
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and services, including recommendations to users and tailoring information and 
content for users;  

• to compile, use, disclose and trade with non-personal statistical information about 
our users and their access to and use of Our Site, browsing habits, click-patterns, 
preferences, demographics etc. which we and our advertisers may use to develop, 
provide and improve our platforms and our products and services, including targeted 
advertising to user groups. Please note that the information referred to in this 
paragraph is aggregate information about our users which has de-identified users' 
Personal Information such that it cannot be linked back to identify you. We will not 
disclose your identifiable Personal Information to anyone without your 
express permission;  

• diagnose and deal with technical issues and customer support queries and other user 
queries, such as problems with our server, determine the optimal and fastest route 
for your device to use in connecting with Our Site, and administer, maintain and 
secure our platforms;  

• detect, prevent, or deal with actual or alleged fraud, security or the abuse, misuse or 
unauthorised use of Our Site and contravention of this privacy notice;  

• comply with the law or with any legal Process; and  

• other activities not specifically mentioned which are lawful, reasonable, relevant to 
our business activities, and the minimum necessary and adequate for us to provide 
our platforms, and our products and services.  

 
We will get your permission before collecting or using your Personal Information for any other 
Purpose.  

f. Compulsory and optional information  

Only the following information is compulsory: Your name, surname, registered e-mail address 
or mobile number. In order to access any of the value-added services you will need to identify 
yourself as a MultiChoice subscriber with a Smartcard number, customer number, connect ID 
and identity/passport number (if you have provided us with this information). 
 
All other information is optional. If you do not agree to share your compulsory information 
with us, then you will not be able to make full use of the features that are offered to registered 
users. If you do not agree to share your optional information with us, then you may not be 
able to enjoy all our platform features and functionality.  

g. How long do we keep your personal information?  

We retain all Personal Information which we collect from you (except for the information 
referred to below) unless there is a valid technical, legal or business reason for us to delete, 
destroy or de-identify it (“retained information”).  
 
We will not retain the following information if you ask us not to –  

• your contacts information as contemplated in ‘Passive collection of Personal 
Information from social networking sites (with your permission)’ above, unless that 
contact is a registered user on Our Site who has given us permission to store 
their information;  

• communications which we have sent on your behalf as contemplated in ‘Passive 
collection of Personal Information from social networking sites (with your 
permission) ‘above;  
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• the content of your public communications via Our Site with site users or third parties 
for as long as the relevant site feature remains active.  

 
We may keep all retained information for as long as you continue to access Our Site and/or 
make use of our services or products and for five years thereafter:  

• if you do not access Our Site and/or make use of our services or products for a 
consecutive period of two and a half years, we will inform you that your account is 
dormant; and  

• if you do not access Our Site and/or make use of our services or products for a 
further year after the dormancy notification, we will delete, destroy or de-identify all 
your Personal Information from our records except for information which we store 
for historical, statistical or research purposes. 

 
Kindly ensure that you regularly review your Personal Information and ensure that it is accurate. This 
can be done by contacting our call center or updating your Personal Information on Our 
Site/platform/applications, or submitting a request to the data privacy office by completing the form 
here.    

 
Notwithstanding the above, and any other provision of this privacy notice, we may keep some 
or all your Personal Information if and for as long as:  

• we are required by law, a code of conduct or contractual obligations created as a 
result of there being a contract between us and you;  

• we reasonably need it for lawful purposes related to our functions and activities;  

• we reasonably need it for evidentiary purposes; or  

• you agree to us keeping it for a specified further period.  

h. Disclosure of your Personal Information  

We will not disclose, for commercial gain or otherwise, your Personal Information other than 
as set out in this privacy notice or with your permission.  
 
We may disclose or share your Personal Information to or with:  

• Affiliated Companies;  

• our Employees, contractors, ISPs and agents if and to the extent that they need to 
know that information in order to Process it for us and to provide services for or to 
us, such as site hosting, development and administration, technical support, financial 
services such as Processing of payments, delivery services, marketing services (only in 
respect of Our Site, products and services, and the products and services offered by 
Affiliated Companies) and other support services;  

• in order to enforce or apply our terms of use or any other contract between you 
and us;  

• in order to protect our rights, property or safety or that of our customers, Employees, 
contractors, ISPs, agents and any other third party;  

• in order to mitigate any actual or reasonably perceived risk to us, our customers, 
Employees, contractors, ISPs, agents or any other third party;  

• any third party who acquires (or proposes to acquire) ownership or control of our 
assets, shares or management, or that of our Affiliated Companies, and Our Site, 
whether by sale, merger, acquisition or otherwise, and to any third party from who 
we acquire (or propose to acquire) ownership or control of assets, shares or 
management, whether by purchase, merger, acquisition or otherwise;  

https://www.multichoice.com/privacy-cookie-notice/exercise-your-rights
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• governmental agencies, exchanges and other regulatory or self-regulatory bodies if 
we are required to do so by law or if we reasonably believe that such action is 
necessary to:  

o comply with the law or with any legal Process;  
o protect and defend the rights, property or safety of us, our Affiliated 

Companies or our customers, Employees, ISPs, contractors and agents or any 
third party;  

o detect, prevent, or deal with actual or alleged fraud, security or technical 
issues or the abuse, misuse, or unauthorised use of Our Site and/or 
contravention of this privacy notice;  

o protect the rights, property or safety of members of the public (if you provide 
false or deceptive information about yourself or misrepresent yourself as 
being someone else, we may proactively disclose such information to the 
appropriate regulatory bodies and/or commercial entities).  
 

We may use your Personal Information to compile profiles for statistical purposes and may 
freely trade with such profiles and statistical data, provided that the profiles or statistical data 
cannot be linked back to you by a third party.  
 
We will get your permission before disclosing your Personal Information to any third party for 
any other purpose.  

i. Direct marketing  

When you register on our platforms you may choose whether to receive marketing 
communications from us. You may also manage it in your privacy settings on Our Site.  
 
You may refuse to accept, require us to discontinue, or pre-emptively block any approach or 
communications from us if that approach or communication is primarily for the purpose of 
direct marketing (“marketing preference”).  
 
We may provide your personal information to Affiliated Companies, in order to market 
MultiChoice branded or other products or services to you (subject to your right to refuse such 
disclosure of your personal information) 
 
You may opt out of receiving direct marketing communications from us:  

• at the time of registering on our platforms by ticking the relevant “opt-out” box; and  

• at any time by requesting us (in any manner, whether telephonically, electronically, 
in writing or in person) to desist from initiating any direct marketing to you.  
 

If you have opted out in accordance with the above, we will:  

• send you written (which may include electronic writing) confirmation of receipt 
of your opt out request; and  

• not send you any further direct marketing communications.  
 

You may (in terms of the Consumer Protection Act, 2008) register a pre-emptive block against 
direct marketing communications. If you do so, we will not send you direct marketing 
communications unless you have expressly consented to receiving direct marketing 
communications from us.  
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We will not send you direct marketing communications at home at any period during which it 
is prohibited by law to do so unless you have expressly or implicitly requested or agreed 
otherwise.  

j. Security  

All information you provide to us is stored on our secure servers or those of our trusted 
partner services.  
 
We implement appropriate, generally accepted technical and organisational measures to 
protect your personal data against unauthorised or unlawful Processing, accidental loss, 
destruction, or damage, including encryption where appropriate.  
 
Unfortunately, the transmission of information via the Internet is not completely secure. We 
will do our best to protect your personal information, but we cannot guarantee 100% security 
of your data transmitted to our servers using the internet and any transmission is at your own 
risk.  
 
We take reasonable technical and organisational measures to secure the integrity of 
information we collect about you, using accepted technological standards to –  

• prevent unauthorised access to or disclosure of your Personal Information; and  

• protect your personal information from misuse, loss, alteration, or destruction.  
In particular:  

• We require you to enter a password when logging in to Our Site.  

• We do not require your credit card details, internet banking details or PIN numbers 
for any purpose. If we need to make a payment to you (e.g. if you win a prize), we will 
send you an e-mail requesting your banking details and make payment directly into 
your chosen bank account. We will keep the payment records (for finance, 
recordkeeping, and audit purposes) on secure servers. We will not disclose your 
banking details to any third party except to the extent necessary to Process and record 
payments.  

• Where we allocate you or replace a password which enables you to access certain 
parts of Our Site, we will do so in an automated manner and we do not store it. You 
are responsible for keeping your password confidential. Please notify us immediately 
and change your password if you become aware that your password has or may have 
become compromised or accessed by an unauthorised person.  

• From time to time we review our information collection, storage and Processing 
practices, including physical security measures, to keep up to date with best practice.  

• We create a secure back-up for operational and safety purposes. 

• We create, protect, and retain systems audit records to maintain integrity and enable 
the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or 
inappropriate systems activity. 

• We review and analyze systems audit records on a regular basis to detect significant 
unauthorized activity with respect to systems. Actions of users can be uniquely traced 
to those users so they can be held accountable for their actions. 

• We maintain up-to-date anti-malware software, has implemented a vulnerability 
management program with regular scanning for vulnerabilities, subscribes to a 
vulnerability notification service, has a method for prioritizing vulnerability 
remediation based on risk, and has established remediation timeframes based on risk 
rating. 
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• Once a patch is released, and the associated security vulnerability has been reviewed 
and assessed for its applicability and importance, the patch is applied and verified in 
a timeframe which is commensurate with the risk posed to systems. 

• Penetration testing and vulnerability scanning is conducted on the systems at least 
annually. Any remediation items identified as a result of the assessment are resolved 
as soon as possible on a timetable commensurate with the risk. Upon request, we will 
provide summary details of the tests performed, findings, and whether the identified 
issues have been resolved. 

• We use commercially reasonable efforts to regularly identify software vulnerabilities 
and, in the case of known software vulnerabilities, to provide relevant updates, 
upgrades, and bug fixes. 

• We deploy intrusion detection Processes to monitor and respond to alerts which 
could indicate potential compromise of Personal Data. 

• We encrypt Personal Data in our possession or control so that it cannot be read, 
copied, changed, or deleted by unauthorized personnel while in transit and storage, 
including when saved on removable media. 

• Keys are protected from unauthorized use, disclosure, alteration, and destruction, 
and have a backup and recovery Process. 

• We use antivirus software, firewalls, and cookie management software. 
 
In addition, we also use a data protection and privacy regulation compliance management tool to 
enhance our compliance with data protection laws and other obligations.  

 

k. Transborder Transfers of your Personal Information 

We may transfer your Personal Information to Affiliated Companies and/or service providers 
located in third- party countries. 
 
The transborder transfers of your Personal Information are conducted for the legitimate purposes 
of providing seamless customer service, fulfilling contractual obligations, Processing transactions, 
offering personalised experiences, and improving the overall quality of services rendered. 
 
MCG commits to having implemented appropriate technical and organizational measures to 
safeguard customer personal data during transborder transfers and regularly reviews these 
measures. These measures aim to protect the confidentiality, integrity, and availability of the data 
and to ensure that the data is Processed securely by the recipients in accordance with the 
provisions of this privacy notice and applicable data protection laws. 

l. Linking to third party sites  

We are not responsible for the privacy practices of a third-party site to which there may be a 
link on Our Site or to which you may log in from Our Site (e.g. integrated social networking 
services).  
 
We advise you to read the privacy notice of each site which you visit and to determine your 
privacy settings in accordance with your personal preferences.  
 
In certain instances, we may give you the option to manage some of your privacy settings on 
integrated social networking sites from Our Sites (e.g. to enable you to determine which of 
your Personal Information you would like to share via Our Site).  
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m. Your rights as a Data Subject  

At any point while we are in possession of or Processing your Personal Data, you, the Data 
Subject, have the following rights:  

• Right of access  
You have the right to request a copy of the information that we hold about you. 
Access to this information may be subject to an administrative fee if your request is 
manifestly unfounded, excessive, or repetitive.  

• Right to rectification  
You have a right to insist that we correct data that we hold about you that is 
inaccurate or incomplete.  

• Right to be forgotten  
In certain circumstances you can ask for the data we hold about you to be erased from 
our records.  

• Right to restriction of Processing  
Where certain conditions apply you have a right to restrict the Processing of your 
data, for instance how we market to you.  

• Right to data portability   
You have the right to have the data we hold about you transferred to another 
organisation or provided to you in a machine-readable word format.  

• Right to object to Processing   
You have the right to object or remove your consent for certain types of Processing 
such as direct marketing.  

• Right to raise a complaint  
You have the right to complain if you have cause to be concerned about the way we 
capture, treat, or Process your personal information.  

n. Changes to this notice  

We may change this privacy notice from time to time. If we do so, we will post the revised 
policy on Our Site and take reasonably practicable steps to ensure that you are aware of the 
updated privacy notice (including, if we have your e mail address, e-mailing you notifications 
of the updated privacy notice).  
 
Privacy Notice Version: Version 2.2  

o. Exercise your Rights   

This privacy notice gives effect to many of our responsibilities as a responsible party or a 
Controller in terms of the applicable legislation in the respective countries where we operate.  
 
If you have a concern about the way we are handling your information please complete the 
form below to log a query, for example if you feel we:  

• are unlawfully Processing your Personal Information;  

• are not keeping your Personal Information secure;  

• are misusing of your Personal Information;  

• are keeping Personal Information about you for longer than is necessary;  

• hold inaccurate Personal Information about you;  

• have disclosed Personal Information about you;  
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• have collected Personal Information for one reason and is using it for 
something else; or  

• have accessed your Personal Information without your authorization.  
 

If you have any queries or questions regarding your Personal Information or how we Process 
it, please complete the form below to log a query. This email address is actively monitored, 
and we endeavour to respond to all requests within 1 (one) month. If possible, please supply 
all or any of the following information to assist us in the Process:  

• Full name of the person lodging the compliant; 

• Contact details such as email address and telephone number;  

• How the personal data was collected (if known);  

• All necessary information (such as your account number and what you think we have 
done wrong);  

• The timeframe over which the suspected wrongdoing occurred (if known); and  

• Any evidence in support of the complaint.   

p. Contact  a relevant Regulator/Commission  

While we try to respond as promptly as possible, resolution times will vary depending on the 
nature of the complaint. Our DPO will liaise with our relevant departments to investigate 
your complaint. You will be notified of the outcome of your complaint as well as any action 
taken.  
 
South Africa 
If you remain unhappy after the appeals Process, you may forward your complaint to the 
Information Regulator:  
inforeg@justice.gov.za  
or the Information Regulator (South Africa):  
SALU Building,  
316 Thabo Sehume Street,  
PRETORIA  
Tel: 012 406 4818  
Fax: 086 500 3351  
More information can be found at http://www.justice.gov.za/inforeg/  
 
 
 
Abusive, persistent, or vexatious correspondence and complaints  
For the purposes of lodging complaints, it is the complaint which must be vexatious and not 
the individual making the complaint.  
 
While we differentiate between people who make numerous complaints because they think 
things have gone wrong and people who are simply being difficult, we do understand that 
sometimes complainants act in distress, and we will make reasonable allowance for that.  
 
We may decide not to attend to the complaint based on one or more of the following reasons:  

• Persisting in a complaint after being advised that there are insufficient or no grounds 
for your complaint or that we are not the appropriate body; 

• Refusing to co-operate with the complaints Process, without good reason, but still 
wanting your complaint to be resolved, including a failure or refusal to specify the 
grounds of a complaint despite offers of assistance, changing the basis of the 
complaint as inquiries of a complaint despite offers of assistance; 

mailto:inforeg@justice.gov.za
http://www.justice.gov.za/inforeg/
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• Changing the basis of the complaint as inquiries are made and introducing trivial or 
irrelevant new information and expecting this to be considered and commented on;  

• Submitting repeat complaints, after the complaint procedure has been completed 
essentially about the same issues, with additions/variations which the Complainant 
then insists on being treated as new complaints and put through the full complaint 
procedure again; and 

• Refusing to accept the outcome of the procedure after its conclusion, repeatedly 
arguing the point, complaining about the outcome, and/or denying that an adequate 
response has been given.  

q. Cookies  

3.1.1 Introduction  

Our online platform and mobile app use cookies. Insofar as those cookies are not strictly 
necessary for the provision of our online platform, mobile app and services, we will ask you 
to consent to our use of cookies when you first visit our online platform or install and open 
our mobile app.  

4.1.1 About Cookies  

A cookie is a file containing an identifier (a string of letters and numbers) that is sent by a web 
server to a web browser and is stored by the browser. The identifier is then sent back to the 
server each time the browser requests a page from the server.  
Cookies may be either "persistent" cookies or "session" cookies: a persistent cookie will be 
stored by a web browser and will remain valid until its set expiry date, unless deleted by the 
user before the expiry date; a session cookie, on the other hand, will expire at the end of the 
user session, when the web browser is closed.  
 
Cookies do not typically contain any information that personally identifies a user, but Personal 
Information that we store about you may be linked to the information stored in and obtained 
from cookies.  

5.1.1 Why we use Cookies  

We use cookies for the following purposes:  

• Authentication - we use cookies to identify you when you visit our online platform 
and as you navigate our online platform;  

• Status - we use cookies to help us to determine if you are logged into our 
online platform;  

• Personalisation - we use cookies to store information about your preferences and to 
personalise our online platform for you;  

• Advertising - we use cookies to help us to display advertisements that will be relevant 
to you; and  

• Analysis - we use cookies to help us to analyse the use and performance of our online 
platform and services.  

• Accuracy – we use cookies to help us ensure our records are complete and up to date.  
 
The information which we may passively collect from your device may include your identifying 

information, contact details, device and device event information, site activity information, 

log information, telephony log information, location information, unique application numbers 

(see paragraph 9 above) and any other information which you permit us, from time to time, 
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to passively collect from your device. The names of these cookies change from time to time 

and sometimes from session to session. If you have a query about a specific cookie, please 

contact us with the name and value of the cookie so that we can identify its purpose.  

6.1.1 Cookies used by our Service Providers  

Our service providers use cookies, and those cookies may be stored on your computer when 
you visit our online platform. The names of these cookies change from time to time and 
sometimes from session to session. If you have a query about a specific cookie, please contact 
us with the name and value of the cookie so that we can identify its purpose.  

5. Non-Compliance  

Any group, company or business area, including individuals who are subject to this policy 
found not to comply with the provisions as set out in this policy or any amendment thereto, 
shall be subjected to appropriate disciplinary and potential legal action.   
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